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What’s this about?

the problem

System intuition
RF waveform
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Some circuits for Gen2v2 for UHF RFID
Why the electronic side is relevant.
Components (same but different)

System components and bounding

Digital Information
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System Overview, in Context

I Tag memory identifies
L individual items (TID, EPC,

more)

Small amount of memory
Applications read/write small

amounts of data H m “
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Tags communicate wirelessly
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The RFID System
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“Antenna Powered”
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Wireless, Tag System
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Economics of semiconductors

* About USDS 0.05 per
1mm”2 (can be cheaper)

size of “sand”

* They must be
an antenna

Linear(100mmX1 0mm)

* Physically limited by the

Satollite(@7mmX22mm)

attached to
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Meagajoules per Kilogram
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Energy Storage
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Components: Device Review

MOSFET is one of many devices.

Voltage controlled current source

The input looks like a capacitor

Multiple operating regimes

Mathematics and physics are simple, but
reality is terrible.
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Moore More, Moore Less
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Transistors: how things used to be.
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A 130nm Process, and Parts Review

Transistors
thin oxide thick oxide
nFET pFET nFET pFET
Voo 1.2V 1.2V 2.4V 2.4V
L, 120nm 120nm 240nm 240nm
Vi, | 0.30V -0.35V 0.4V -0.45V
Is¢ | 300pA/pm | 200pA/um 10pA/um 10pA/pm
Ipsar | 530mMA/xm | 210mA/zm || 660mMA/um | 260mA/um
tor 2.2nm 2.2nm 5.2nm 5.2nm
Capacitors
thin oxide thick oxide
MIM 1.35fF/pum 2
MOS | 11fF/ um* 9fF/um>= 5.5fF/um? | 4.5fF/um?
Transistor Symbols
Vg Vg Vg
Vg _] Vp Vg =, Vg Vi
pMOS —O —0 O
Vg Vg Vy
Vg _] Vp Vg s V, Vi
nMOS S 0 —O
B! ' i
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Compact EKV Model
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Diodes
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l¢eal Diode for different quality factors
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Diode Connected MOSFET
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Layer-2
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* Linearity is excellent
* Frequency response is excellent
* Charge Density is Low
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Depletion Capacitor

| contact point

* Linearity is variable
* Frequency response is variable
* Charge Density is excellent
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[ depletion regicn
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(n)MOS C-V curve
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Resistors cost
n+ diffusion 75Q /0 | £15% || included
p+ polysilicon 350Q2/0 | +20% || included
p- polysilicon | 150092/00 | £ 25% extra
tantalum nitride | 50/ + 5% extra

| reference

System Punch List

Harvest Energy (carrier wave supplied)

Create a stable power supply (use the energy)

Reset the System (ready the system)

Decode the incoming data stream (extract)

Respond to the decoded data (return)
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Gen2 Protocol

IHTERREGATDFI TAG
.l T

E[ Interrogator issues a Query, |

OueryAdjust, or QueryRep
1) Slot = 0: Tag responds with RN16
2) Slot <= 0: Mo reply
Interrogator acknowledges
[3] Tag by issuing ACK with
same RN16

Iwe possible eulcomes (assume #1h
1) Valld RN16: Tag responds with {PC/XPC, EPC)
2) Invalid RM16: No reply

IB Interrogator issues Reg RN
containing sames RN18

Twio possible suteomes (assume £1):

1) Valid RN16: Tag responds with (handle}
2} Invalid RN16: No reply

Interrogator accesses Tag.
Each access command uses

handle as a paramater
Tag verifies handle. See Table C.30
fora Tag's reply to a command with
HOTES: an incorrect handle.

= CRC-16 nol shown in ransilions
- See commandireply tables for command details

Figure E.1: Example of Tag inventory and access

brianidagnaniesearch com
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Commands in Context
interrogator |[[|]/|]] C&uere ] |[{]/11115& 3l 11T (T

Tag I | (XPC/ERCIPackoiCRE |
L,
Tag ID |
.
=
2 .
;& :Suery *RCK e
QueryRepeat
05 10 15 20 25

Tlme (ITIS) brianfdegnanresearch.cam
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Gen2 Waveform

and Vocabulary
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Energy Harvesting
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Energy Harvesting
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diode clemaent




Brian Degnan, Ph.O. Whits Siver Technologies Inc

1
—\ VRF | —\YRF || e
ATN1 ) I ATN1 D 1 .—l_l—o

>|5

GMD$ GNDQ;P

=
_\VRF 11 Vpe
ATHA 2 11 & ——

= -
ATNA

— rexi

GND_€7 GND%

Wu et al, “MOS Charge Pumps for Low-Voltage Operation” JSSCC 1998 |
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CMOS H-Bridge Charge Pump
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Power Regulator
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Amplifier and “load”
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Power Regulator Complete
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Digital POR

Voltage

threshold
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Power-On-Reset
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Demodulation

RF Signal J;Eﬁveiope Demod RF waveform Digital Information
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__Demodulation pitfalls
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Data Extraction
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Gen2
State Machine

Intarragatar Tag
1

I I
Interragator issuas a Quany,

Q

ClueryAdjust, QueryRep Ue’]': )qcflfffsr |
I Bep |
I |£| j?] Slot =0, respans with W18

| Slat -0, no rophy
N2
| o I
Interagator respands with

ACK (echo of RN1EG) b--. Ac |
1 155‘:"{%@{;?5) 1

-._\___L

interrogator |||/ Izt T

Tag [ XiPC/CPCPackatCRE |
Ty T, T T, Ty
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Command
Wnitetiltabiittinnatalalli
W NN SN \.l H w N L W W L L H L . t u el
UUuUuUuUyUy Uy Uy Uy U U uuw
- TARI ole 05=x<TARI il | | | i i | i iI i |
0 s RN AR RN R
1 P
QUERY command
TARI
RTcal~, y Rical 1 000001 10000000 10001 1 1
ME_W\ i L
w | Il | 'j|| 1|I | |
| (I l i
|||||| IIII|| |'||||| ll |I |I| l| l| ||| l ||
| | ||| e I |
| | T ||||||||||| e
| ! | KRNI
| i || || |
I| || ll ' llJ l‘ | \ \I \ | I||| ] | ‘ll I ||‘ || \I
H | Al |I |
| |
Tus 2u5 3us

research.com




h.Di. White River Techniologiss Inc

Conceptual Modulated Response
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Gen2 Protocol, again

INTERROGATOR TAG

Interrogator issues a Guery,
m OueryAdjust, or QueryRap

Two possible cutcomes (assume 21)
3 1) Slot = 0: Tag responds with RN16
2) Slot <= 0: Mo reply
Interrogator acknowledges

[3] Tag by issuing ACK with
same RN16

Iwe possible eulcomes (assume #1h
1) Valld RM16: Tag responds with (PCIXPC, EPC)
2) Invalid RM16: No reply

IE Interrogator issues Reg RN
containing same RN16

Two possible outecomes (assume £1):

1) Valid RN16: Tag responds with (handie}
2} Invalid RN16: No reply

Interrogator accesses Tag.
Each access command uses

handle as a paramater

Tag verifies handle. See Table C.30
fora Tag's reply to a command with
HOTES: an incorrect handle.

= CRC-16 nol shown in ransilions
- See commandireply tables for command details

Figure E.1: Example of Tag inventory and access

briznddagnanesearch. com |
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Example Tag

0.5mm? Tag:

Digital ~ 30%
EEPROM ~ 20%

RF + DCreg~ 20%

Others (RNG, Charge
Pump, support
functions): 30%

Barnet et al, “A Passive UHF RFID transponder for EPC Gen2 in 0.13um CMOS” (TI’ s gen2 tag) ISSCC 2007
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File_0

Weord § of Blaock O of File 0

MemBank
Bank 11 USER o — LEHd_F____d__._ i L
Bank 10 TIO L0 Word 0 0w o0, Opticnal HF'.G_WI [50]  |=eF.
— M0y Opticnal XPC_W [15:0] 21F,
Bank 00 RESERVED T _MsB LS8 i !" 5:0]
e A
an, Kill Passwd [15:0] 1R, 0y SerecERe s ¥
oy, Kill Passwd [31:16] aF,
" frian Megnan, PR White River Technalogies |no
EPC Memory
EPC Word FEPC word EPC Word Values
Address Clontents
000 StoredCRC Ox22F0 | OxCCAL | Ox9681 | Ox7T8L'6
(e 10) StoredPC OxOx 00 (xOX00 (x 1000 | Ox 1800
(20 EPC word 1 N/A OO1111 0 Oxl111 | Oxl111
(130 EPC word 2 N/A N/A (0x2222 | (x2222
(510 EPC word 3 || N/A N/A N/A | 0x3333
dec | bin | polynomial 16 12 =
= )
0 | 000 0 r +xc+x+1
1| 001 1
2 | 010 €&
5 | 011 x+1
4 | 100 2
51 101 a2+
6 | 110 2 4 @
71 111 | 4w 1
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Mandatory Commands

Command | Code Bits | Description
ACK 01 18 | Tag sends IAN16 or Handle
Kill 11000100 | 59 | Permanently disable lag
Lock 11000101 | 60 | Prevents memory overwrites
NAK 11000000 8 Keep state bits
Query 1000 22 | Send back information
QuervAdjust | 1001 9 Changes Slot total
QueryRep | 00 4 | Decrement Slot Counter
Read 11000010 | =37 | Read word from memory
Reg BN 11000001 | 40 | Tag sends new RIN1G
Select 1010 =44 | Select groups of tags
Write 11000011 | =58 | Write word to memory

Arian Degnan, PhD. White River Techniolo

Tags! Management of chaos
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Gen2 State machine, getting the EPC.

Intarragalar
1

1
I I
Imterragator issuas a Cuany |

ChueryAdiust, QueryRep Due"]’.’ A i,
5
I Rep |
|£| 1] Blot =0, respans with W18
I 2| Slot 1-0, no rophy
ne®
| 5 |
F--.

Ag,
i kB f‘:{‘?ﬁf’(; i6 i

Tag

Interagater respands with
ACK (echo of RN1E)

interrogator ||[|]/[1| (S T |11l T2k I

Tag [ (iPCICPC/PackatCRE |
T, T Te . £
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Command Target Action | MemBank | Pointer | Length| Mask Truncate CRC
# of bits 2 K] 2 EEY & Warakle 1 1€
description 131G 020 Inventoried (S0 o0 FileType | Staring | Mask | Mask |G Disable CRE 16
{17 Inventeried (51) 11 EPGC Mask | length | walue truncation
0D Inventoried (S2) 10: TID addross | [bits] 1. Enable
11; Inventoried (53] 11: Filg 0 truncation
100 BL
124 REL
111 REL
111: REL
—_—
hatehing Men-katching
Charge 51 or Inventoried
SELECT O0o00ood
SELECT 0O0O 0O0O0O

SELECT O O O

SELECT

O 4d
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QUERY command
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Query Bits
Command LR M TRext Sl Sesslon | Target (0] CRC
# of bits 4 1 Fs 1 ? 7 1 4 i
description 1000 0: DR=A 02 =1 0 Bopilattana  [DC: Al Ol =0 A 0=15 | CRZ-5
1: DR=B43 |01 M=2 1: Use pilot tong [ 012 All 03 1. B
1C: M= 10 =8 |10 52
11: M=t 11: 8L 11 53

TRext Session Target

¥
Query ¥ M S( SELJ Q CRC-5
1 00000 1) 100/00000CO0 10001 1 1

YN 2 U

|

briznidepnanressarch.cam



Talkmg Back, the “M” bit
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RN16 for response and slot counter

Interrogator

Tag W, =

10000100101100111110001101110101

D—@a_. D D D [¥]
s, 5,411, 5, 5
- Do
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Slot Counter, QueryRep

Rm'ﬁa T'ai] D
P == Query O 0O
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E . QueryRep O e
£ Query ACK Cuery O
- "h--_h.---
& Queryﬁepe/at B
2 5 I 15 20 25
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i 16 bits v )
I il
| 1 | g | o | 1 |"':I | a | o | ¢ | 1 | o | a lﬂ Iﬂ'ﬁl L:“| EE@ Rackscatter Reply
| Tag 0 G —
-
i 1E-bts L
= |
[1lt[e[1 1fofel1]1]o]1 [ [aTT]o]
-(—| CuaryRep
Tag 2 G EE Backscatter Reply
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RN16 Blrthday Paradox
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Collisions, but first: a good packet

errogator 111 Y 1012523100000 )

MAK

Tag (XIPCIEPC/PacketCRE |

‘ Ta Ty ‘ Ta

Reader Collision

Scanner 2
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Packet Collision and Recovery

Interrogatorl L ITIT 2wy TN ueryttep ¢t

Collision

gt 59| 5511 2 N0 T O 0 0=y

Tag 0 -/ | XIPCIERC PacketCRE: |

Calilisiﬂn

Tag 1 RN16: |
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Introduction to Cryptography

e Asymmetric

* Public/private key

* Send over insecure
channel

 Bit widths ~1000s
* Relatively Slow

Symmetric

Private Key

Uses Asymmetric
crypto to send key

Bit widths 64~256
Quite Fast

Cryptography in Gen2V2

* Gen2v2 has NONE (by design)
e User’s choice of underlying cryptography

* Defines the commands and responses

Command Code

Description

Authenticate | 11010101

Authenticate against Challense

AuthComm | 11010111

Encapsulate conumand securcly

Challenge 11010100

Crypto “Select” command

KeyUpdale | 11000101
SecureComm | 11010110

Update an encryplion key
Encapsulate connnand securely

TaglPrivilege | 1110001000000011

Set tag access

Untraceable | 1110001000000000

Hide from other interrogutors




How it works in theory

I Random Number C

Feader //—\\
DD

il sl e Tracked Item

Encoding_SYM(C)

C=00000000000000000000000000000000
Key=00000000000000000000000000000000
Fnc=06e94bddef8a?2c3b884cfab9ca3d2b’le

n Degnan, Ph White Siver T

Lots of Standards

The missing link is provided by work in ISO/IEC SC31/WG4

» Automatic Identification and Data Capture Techniques,
Radio Communications

* |n particular the multi-part standard ISO/IEC 29167

Each part of ISO/IEC 29167 is dedicated to a cryptographic
technology

« A cryptographic suite
» Each suite has a CSI number

* Each suite describes how it should be used with air-
interface commands

ISO/IEC 29167 can be extended with new algorithms
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ISO/IEC 29167

29167-10 AES-128
29167-11 PRESENT-80
29167-12 ECDH

29167-13 Grain-128a
29167-14 AES-128
29167-15

29167-16 ECDSA
29167-17 CryptoGP5S
29167-18 Hurmminghird v2
29167-19 RAMOM
29167-20 Algebraic Eraser
29167-21 Simon

29167-22 Speck

briznddagnanesearch. com |
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The crypto problem?

* Passive RFID is a long read range, but is very
power constrained

» Different use-cases prioritize different
performance attributes

 Different use-cases have different security/
threat models

* Deployment is complex
* Symmetric ciphers: lowest complexity

briznddagnanesearch. com |




Cryptography on RFID

No device authentication

128-bit keys with poor side-channel profiles vs
80-bit keys with good side—channel profiles vs

“it’s a $10 t-shirt”
Tags often only used a few times

Cryptography is used to authenticate the tag,

not protect the data.

RFID tag of the future
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Example of Key Exchange

Me You

Prime, P = 29,00 = 2
secret,,. = 0 secrety g, = 12
a&ec*re.tmﬁ — 25 — 29 &SGCT"thm,, — 21_2 — 4096

=z (mod P) = 9 (mod )

=3 (mod 29) || — 7 (mod 29)

YT =7 (mod P)|[-# e = Z (mod P)

3 i "
77 = Z (mod 29) 32 = Z (mod 29)
Z =16

" Arian Degnan, PR D White River Technolegies |n

Questions?
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